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|F ONE BELIEVES THAT NEWS HEADLINES REVEAL TRENDS, THESE ARE INTERESTING times
forcomputer security buffs. As Beautiful Securitywent to press, | read that a piece of softwarecapable of turning on
microphones and cameras and stealing data has been discovered on morethan 1,200 computers in 103 countries,
particularly in embassies and other sensitivegovernment sites. On another front, a court upheld the right of U.S.
investigators to look atphone and Internet records without a warrant [J so long as one end of the conversation is
outsidethe U.S.00 . And this week's routine vulnerabilities include a buffer overflow in Adobe Acrobatand Adobe
Reader——with known current exploits——that lets attackers execute arbitrary codeon your system using your
privileges after you open their PDF.Headlines are actually not good indicators of trends, because in the long run
history is drivenby subtle evolutionary changes noticed only by a few——such as the leading security expertswho
contributed to this book. The current directions taken by security threats as well asresponses can be discovered in
these pages.All the alarming news items | mentioned in the first paragraph are just business as usual in thesecurity
field. Yes, they are part of trends that should worry all of us, but we also need to lookat newer and less dramatic
vulnerabilities. The contributors to this book have, for decades,been on the forefront of discovering weaknesses in
our working habits and suggestingunconventional ways to deal with them.
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O O O In aflat world, workforces are decentralized. Instead of being physically connected in officesor factories as
in the industrial revolution, teams are combined onto projects, and in manycases individuals combined into teams,
over the Internet.Many security principles are based on the notion of a physical office or a physical or
logicalnetwork. Some technologies [1 such as popular file-sharing protocols such as Common InternetFile System
[CIFS] and LAN-based synchronization protocols such as Address ResolutionProtocol [ARP]O take this local
environment for granted. But those foundations becomeirrelevant as tasks, messages, and data travel a mesh of
loosely coupled nodes. The effect is similar to the effects of global commerce, which takes away the advantage
ofrenting storefront property on your town's busy Main Street or opening a bank office near abusy seaport or
railway station. Tasks are routed by sophisticated business rules engines thatdetermine whether a call center
message should be routed to India or China, or whether thecheapest supplier for a particular good has the
inventory in stock.BPM software changes the very composition of supply chains, providing the ability
todynamically reconfigure a supply chain based on dynamic business conditions. Businesstransactions take place
across many companies under conditions ranging from microsecondsto many years. Business processes are
commonly dehydrated and rehydrated as technologiesevolve to automatically discover new services. The
complexity and impact of this way ofworking will only increase.
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