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[0 O Computer Security[d] [ The techniques developed to protect single computers and net-work-linked
computer systems from accidental or intentional harm are called computer security. Such harm includes
destruction of computer hardware and software[] physical loss of datal]l and the deliberate inva-sion of databases
by unauthorized individuals.[] [0 Data may be protected by such basic methods as locking up termi- rials and
replicating data in other storage facilities. More sophisticated. methods include limiting data access by requiring the
u~r to have an encoded card or to supply an identification number or password. Such procedures can apply to the
computer data system as a whole or may be pinpointed for particular information banks or programs. Data are fre-
quently ranked in computer files according to degree of confidentiality.[] [1 Operating systems and programs may
also incorporate built in safeguardsC] and data may be encoded in various ways to prevent unau- thorized persons
from interpreting or even copying the material. The encoding system most widely used in the United States is the
Data En-[J cryption Standard [ DES[] [0 designed by IBM and approved for use by the National Institute of
Standards and Technology in 1976. DES in-volves a number of basic encrypting procedures that are then repeated
[ several times. Very large scale computer systems[] for example[d the U.S.0 military] Advanced Research

[ Projectl] Agency[] Network[l ARPANETO O may be broken up into smaller subsystems for securitypurposes
but smaller systems in government and industry are more prone to system-wide invasions. At the level of per~nal
computers] security possibilities are fairly minimal.(J [J Most invasions of eomputer system s-hre for international
or corpo-rate spying or sabotage[] but eomputer haekers may take the penetra-tion of protected databanks as a
challenge] often with no object in mind other than accomplishing a technological feat of growing concern is the
deliberate implantation in computer programs of worms or virus-es that[] if undetected] may progressively
destroy databases and oth-er software. Such infected programs have appeared in the electronicbulletin boards
available to computer users. Other viruses have been in-[] [ corporated into computer software sold
commercially. No real protec-tion is available against such bugs except the vigilance of manufacturerand user.Anti
Virus Programs to the Rescueld [ There is a wide range of virus protection products available tocombat the 11

[J 000 known viruses that currently plague personal com-puters. Theese products range in technology from virus
scanners to ter-minate and stay resident monitors[] to integrity checkers to a combina-tion of the three. Each of
these techniques has its associated strengths and weaknesses.[] [1 The most fundamental question that must be
asked when consid-ering and evaluating automated anti virus tools is "how well does the product] protect against
the growing virusthreat?" When developing a security programl] companies must think long term. Not only must
you choose a form of protection that can detect and safely eliminate today svarietiest] but you must consider
lomorrows gully The real challenge lies in securing against the 3811 000 new species that[] [ are expected to
appear within the next two years. The 1100 000 known viruses that have been-documented to date represent what is
only the tip of the iceberg in terms of what tomorrow will bring..] O Virus Protection Methods[J O Today there
exists three broad based categories of anti virus tech-niques] scannerst] memory resident monitors [J TSRs[J [
and integrityd checkers.O0 O Virus Scannersl] [ Virus scanners are programs designed to examine a computers
boot block[] system memoryl partition tablelJ and executable filesC] [ looking for specific code patterns that
are typical to known virus strains. GenerallyJ a virus scanner is able to identify a virus by name and indicate where
on the hard drive or floppy drive the infection has occurred. Virus scanners are also able to detect a known virus
before it is executed. Virus scanners do a good job of detecting known viruses. They are generally able to find a
virus signature if it is present and will identify the infected file and the virus. Some are faster than othersC] which is
an advantage when checking a hard disk with thousands of[ files. But virus scanners have several major
weaknesses.[] [ First and foremost[] scanners are completely ineffective against any[] virus whose code pattern is
not recognized. In other words[J scannersl] cannot identify a virus if they dont have a signature for it. Alsold

[0 many of todays viruses are designed specifically to thwart scanners..J O [0 [
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