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OO0O00O OO0 6Conclusion We propose the study of a new family of word-oriented LFSR,s with High
Efficiency: o -LFSRs, which might be interesting in the design of modern stream ciphers.By the theory of matrix
and polynomial over finite fields, we explore the cryptographic properties of o -LFSR.s such as minimal
polynomial, state graph,coordinate sequences, and several properties of primitive o -LFSRs etc.We also discuss
some principles for choosing o -LFSR,s suitable for software implementation,and then we offer an algorithm to
search for primitive cr-LFSRs and obtain many primitivec -LFSR.s such as HHZ-1 or HH2-2, etc, which only use
few memory and basic instructions.At last, we give two applications in cryptography: constructing RNGs and
stream ciphers. These studies implicate that 0 -LFSRs may be used as building block in many cryptographic
schemes.We believe that as the performance, security and resource consumption be increasingly important,

0 -LFSRs will become an important and attractive alternative to traditional bit and byte oriented designs.However,
there remain many open problems for future work.Nevertheless we hope that the results and ideas in this paper
serve as an initial step in establishing a continuing research on the design of fast and secure word-oriented LFSRs
for cryptographic purpose. Acknowledgement.The work is supported by a grant from the National Natural Science
Foundation of China [0 N0.610032910J , National Basic Research Program of China [J N0.2007CB8079020] , and
Foundation for the Author of National Excellent Doctoral Dissertation of China [ No.FANEDD-20078740 .
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