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This book constitutes the refereed proceedings of the 5th International Conference on Cryptology in India,
INDOCRYPT 2004, held in Chennai, India in December 2004.The 30 revised full papers presented together with 2
invited papers were carefully reviewed and selected from 181 submissions. The papers are organized in topical
sections on cryptographic protocols, applications, stream ciphers, cryptographic Boolean functions, foundations,
block ciphers, public key encryption, efficient representations, public key cryptanalysis, modes of operation,
signatures, and traitor tracing and visual cryptography.
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Canetti-Krawczyk Proof Model[] The Marriage Proposals Problem: Fair and Efficient Solution for Two-Party
ComputationsApplications] On the Security of a Certified E-Mail Schemeld Multiplicative Homomorphic
E-VotingStream Ciphers[] Chosen Ciphertext Attack on a New Class of Self-Synchronizing Stream Ciphers
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Perturbationd Symmetric Authentication Codes with Secrecy and Unconditionally Secure Authenticated
EncryptionBlock Ciphers[] Faster Variants of the MESH Block Ciphers[] Related-Key Attacks on Reduced
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